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# # 5770188921 : MAJOR COMPUTER ENGINEERING
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COMMUNICATION APPROACH / MULTI-DESTINATION / TRUSTWORTHY / PUBLIC KEY
TANAPAT RUENGSATRA: Development of Trusted Communication for
Disaster Recovery. ADVISOR: ASSOC. PROF. KULTIDA ROJVIBOONCHAI, Ph.D.,
CO-ADVISOR: ASST. PROF. KRERK PIROMSOPA, Ph.D., pp.

We propose trusted communication system for disaster recovery situation. In
disaster situation, infrastructures are always destroyed. It results in lacking of
communication system in disaster area so victims cannot communicate to rescuers
to request for help. Our system allows people in disaster area to communicate to

each other properly. Therefore, rescuers are able to provide help to victims in time.

To create communication system in disaster area, mobile ad-hoc network
(MANET) is considered to replace the ordinary communication system because it can
be deployed in the area easliy and also does not depend on other networks. There
are two approaches to deploy MANET: peer-to-peer approach and infrastructure

approach. However, both approaches have limitation in flexibility and stability.

We developed a communication system which combines both
approaches together. Our system can overcome the limitation of existing approaches
by providing flexibility and stability together. Moreover, we also improve security to
our communication system by developing authentication approach and embedded
to the system. Our authentication approach allows the system to have

trustworthyness without compromising the networks.

The results show that the system can have capability to transmit data from
victims to rescuers with more than 98% of packet delivery ratio and also have
capability to transmit data to base station with 75% of packet delivery ratio.
Moreover, we also show the security analysis of the system. The analysis shows our
approach can protect 8 types of attacks [20]
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2.1.3 The Optimized State Routing Protocol (OLSR)
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Routing path attacks
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